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1
Decision/action requested

It is requested to accept interworking procedure with EPS without N26 interface on single registration mode.
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Rationale

This paper is resubmission of S3-173233 with revisions.
In SA3#89 meeting, a general description has been agreed for security of interworking with EPC, however when operating in single-registration mode, the security mechanism needs to be addressed in detail, especially when N26 interface between the AMF and the MME is not supported. 
This paper focuses on the security mechanism on single-registration mode when N26 interface is not supported. 
4
Detailed proposal

*************** Start of Change ****************
8.x
Interworking without N26 interface in single-registrantion mode
When the UE supports single-registration mode and network supports interworking procedure without N26 interface:

· For mobility from 5GC to EPC, if the UE has a current EPS NAS security context, the UE shall include the corresponding eKSI value and if it exists, the corresponding GUTI in NAS message as defined in 3GPP TS 23.501[2]. The NAS message shall be integrity-protected but not confidentiality-protected using the current EPS NAS security context. If a current EPS NAS security context is not available in the UE, the UE shall send the NAS message unprotected.
If the UE includes the eKSI, but not the corresponding GUTI, the MME may treat the NAS message as if the EPS NAS security context did not exist. In case the NAS message is protected and the MME receiving the NAS message has the indicated EPS NAS security context, the MME shall verify the NAS message. If the verification is successful, the UE and the MME share the current EPS NAS security context. If the NAS message is not protected or the MME receiving the NAS message does not have the EPS NAS security context indicated by the eKSI, the MME shall initiate an authentication procedure.
· For mobility from EPC to 5GC, if the UE has a current 5G NAS security context, the UE shall include the corresponding ngKSI value and if it exists, the corresponding 5G GUTI in NAS message as defined in 3GPP TS 23.501[2]. The NAS message shall be integrity-protected but not confidentiality-protected using the current 5G NAS security context. If a current 5G NAS security context is not available in the UE, the UE shall send the NAS message unprotected.
If the UE includes the ngKSI, but not the corresponding 5G GUTI, the AMF may treat the NAS message as if the 5G NAS security context did not exist. In case the NAS message is protected and the AMF has the indicated 5G NAS security context, the AMF shall verify the NAS message. If the verification is successful, the UE and the AMF share the current 5G NAS security context. If the NAS message is not protected or the AMF does not have the 5G NAS security context indicated by the ngKSI, the AMF shall initiate an authentication procedure.

Editor's Note: the vefication of NAS message when moving to 5GC is FFS.
*************** END of Change ****************
